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Editorial Volume 1, Issue 2 
 

Ovidiu Folcut, Victoria Folea 

 

 

The second issue of the journal Research Focus was dedicated to the general topic of 

digitalization. This issue highlights the research interests of graduate students concerning 

digital technologies, focusing on aspects such as cybersecurity, cloud-computing, digital 

marketing, video games. The journal is pleased to publish reviews and analyses of recent 

literature and data in these areas with a fresh perspective of our students. 

 

Invited Article - Opinion 

Activities linked to programming develop and grow very fast, and the demand for programmers 

/ full-stack developers is high. For this reason, we asked the opinion of a graduate student 

passionate about this field to share his story and experiences. Stefan-Danut Jora speaks 

about necessary skills and job pressures; he explains how to determine what type of 

programming language is suitable for each person; finally, he shows how he managed to find 

his way in software development (“A Path to Full-Stack Developer Position”). 
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Review Articles 

In their papers, Cosmina Emanuela Ioana Calin (“The Importance of Cybersecurity in a 

Digitalized Society”) and Madalina-Eleonora Gheorghe (“Providing Security for Client-Server 

Applications”) discuss the stringent issue of cybersecurity. Being connected in a network 

(Internet or simply an intra-net connection) can bring a lot of risks such as the loss of privacy 

caused by malware software, breaches in the current system or other forms of attacks. The 

leak of information could become the source of other illegal acts as blackmail, frames or the 

exploitation of information by the other competitors by sabotaging the company. The software 

used for protecting the equipment may seem expensive, but the damage that a virus could 

cause implies much greater costs. Thus, in the context of extended digitalization, the security 

of client-server applications is a matter of great importance in both Internet and intranet 

networks.  

Alexandru Dudescu and Alina-Gabriela Toader review the topic of cloud-computing for 

business. According to Alexandru Dudescu, cloud services nowadays are a game-changing 

technology as far as digitalization is concerned. The power of it lies in the fact that it frees the 

business owner of the need to have and maintain his own system, but rather provides a readily 

available scaffolding for building the application, website or any other form of an online 

presence (“The Impact of Cloud-Based Technology on Business Digitalization”). His point of 

view is shared by Alina-Gabriela Toader, who considers that in the last 10 years, the 

phenomenon of cloud computing changed the IT field, and experts considering this technology 

to be the biggest discovery since the Internet (“Cloud-Computing”). 

Digital marketing has seen a huge development in the past 20 years and has changed the way 

brands and businesses advertise themselves using new technology. However, in Japan, 

businesses still believe in basic advertising such as passing out flyers in crowded areas, using 

mascots to attract attention and/or holding small events in popular areas. Ana Preda considers 

that even though it is a slow process, the Japanese market is seeing a number of exciting 

developments that are quickly making the world’s third-largest consumer market even more 

dynamic (“Digital Marketing in Japan”). 

The world of video games is constantly growing and developing, and the digital technologies 

add new dimensions to it. Aruna Niculescu reviews recent data regarding the impact of 

digitalization on video games. Her study concludes that virtual reality and augmented reality will 



 Research Focus, 1(2), 2019  4 

allow players to become the game protagonists and to replace their realities with the one in the 

game. Artificial intelligence and machine learning will surround them with virtual character 

friends and new challenges, as non-player characters will gain more personality and advanced 

decision making. Facial and voice recognition will draw the highest level of integration with the 

game, making it a more immersive experience than ever („Digital Technologies in Video 

Games”). 

 

Ovidiu Folcut & Victoria Folea 

Editors 
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Opinion 

 

 

A Path to a Full-Stack Developer Position  
 

Stefan-Danut JORA 

Computer Science for Business, Romanian-American University, Romania 

 

 

Abstract  

The area of activity linked to programming (programmer, full-stack developer) grows continually 

and the demand for good developers is high. That is why I thought that it would be a good idea 

to share briefly my opinion. I assume that many of the persons that want to start this path or 

want to change their area of activity do not have too many ideas what this job requires and how 

to choose one of its particular style of doing things, because there are a lot of technologies and 

programming languages to choose from. In this area of activity, there are lots of ways to develop 

something, and each one of them has their pluses and minuses. I hope that my experience, my 

way of seeing things and my story would help in the process of giving this career a try, or in 

making the first steps on it. 

Keywords: software development, programmer, developer 
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Introduction  

Generally speaking, if you like computers, you will tend to know more about them. Some of the 

people that choose to take this path will shape their studies for computer science, starting from 

high school, college and masters and so on, but for what I do for a living, it is not necessary to 

have such a background. In this article, I will try to make you understand more about this career 

and what it requires and offers. 

 

Find out if you are made for software development  

This job requires certain skills. “Basically, a programmer is someone who writes code that tells 

a computer or some other device what to do” (King, 2018).  Most of the skills can be achieved 

in time but there is a part that must be there from the start. 

- Willingness to learn. You will have to learn a lot of things like programming languages, 

applications architectures, and programming techniques and this process will never come to 

an end because this industry is on continuous change. 

- Passion. You should like in writing code and developing applications. This job requires 

sometimes to transform an idea to a software product, and you will put a mark in one way or 

another in this process.  

- A lot of o patience. As I said above, from an idea to a product is a very long way 

sometimes. Facing with a client, a boss or a colleague can be challenging. Also, you will 

have to pass some difficulties in the development process. 

- Imagination. Ideas and solutions are the keys to this job. I am using plural forms because 

there are plenty of ways in doing things and sometimes it does not count too much how you 

do it if it works well and it easy to understand and maintain by others. 

 

You should be on point with these skills, otherwise, it will be difficult for you to evolve. In order 

to write code, you will have to learn some programming languages. There are some ways to 

accomplish this. Taking some courses and self-learning could be a start. Also, getting a job as 

a developer will help a lot because you will be connected with people that can help you grown: 

“there are two major factors in developing a skill: effective practice and support from senior 

developers” (Williams, 2018). 
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By working as a developer, you will face occasionally some situations where you will be on the 

pressure by deadlines, meetings and unexpected problems. If you feel that you can handle all 

these situations and you have the basic skills for this job, then I suggest thinking about this 

career. “Anyone can learn to code. The hardest part is getting started, so choose a free online 

course and dip your toes in today” (King, 2018). 

 

How to determine what type of programming languages suits you  

After you have decided to take this path, there are plenty of ways to develop yourself. Today, 

there are hundreds of programming languages and programming techniques, for all types of 

software platforms (mobile, desktop, or dedicated devices). “The direction you go in will depend 

in large part on why you want to learn to code in the first place and how much time you have to 

devote to learning” (Pinola, 2015). First, you should think about what your main skills are. By 

understanding your strongest points, you can shape your learning process for your desired 

career in software development. “Front end development manages everything that users 

visually see first in their browser or application. Front end developers are responsible for the 

look and feel of a site” (Stewart, 2019). For example, if you have a reach imagination, you 

should go for front-end development because in this filed, you can unleash your creative skills 

in building awesome web pages, application interfaces, and design frameworks. “Back end 

development refers to the server-side of an application and everything that communicates 

between the database and the browser” (Stewart, 2019). If you are a good logical and 

architectural thinking, and you like subjects like platforms, scalability and continuous 

improvement, then I suggest taking the back-end development path. 

However, these two are not the only way to divide this area of activity. You can set your 

knowledge and skills by the platform that you choose to write code for. Web developer, 

applications developer for desktops with a specific operating system (Windows, Linux, Mac), 

mobile developer for specific devices (Android, IOS) or Cross-platform developer.  Also, most 

of these operating systems have a certain way of writing code. Some of them require specific 

programming languages, and these causes you to focus on specific styles, rather than choosing 

on free will.  
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Most of the programmers stick to some style and they try to be better day by day at what they 

have to do. But there is a category of programmers that like to grow their skills in a manner that 

will give them the ability to develop an application form scratch, no matter what sort of style or 

type of component is needed. They are called “full-stack developers“. A person who is capable 

to work on the front-end and back-end of an application is known as a Full-Stack Developer. It 

is not mandatory that you should have strong knowledge in both Front-end and Back-end. It is 

enough to be able to work with technologies in front-end and back-end” (Subramanian, 2017). 

As a matter of fact, there are many people who choose to take this way of doing things (Figure 

1).   

 

 

 

 

 

 

 

 

 

Figure 1. Developer 
profiles 

(Source: (Guru99, n.d.)) 

 

 

Stewart (2019) considers that “a full stack developer is a bit of a generalist” (Stewart, 2019). 

This type of programming requires more knowledge about programming languages. The 

strongest points needed here are architectural thinking because you must take into 

consideration all the sides of the application, starting from the database and applications 

modularization and ending with the design and user interface. According to literature data, “a 

big advantage of full-stack developers is their ability to see the big picture and work well with 

different teams” (Mundine, 2018). Also, “full-stack developer has become one of the most 
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sought-after positions in the technology domain” (Roussey, 2018). Even if the level of desire 

for this job is high, it is not for everybody because a part of the people that are writing code 

does not have the courage to step forward into more than a few programming languages.  

If you want to be a polyglot programmer, capable of doing all sort of applications and platforms, 

by knowing how to interconnect different technologies, this is the path you should take into 

consideration.  

 

How I have managed to find my path in software development  

Since I was in high school, I have wanted to be a successful programmer, but I was not sure 

what this job requires and if I will be able to face all the challenges on this road. My first lines 

of code were written in C++, and I had to focus more on the algorithm thinking, but I understand 

that a computer can do a lot of thinks extremely fast, but you have to know how to tell it what 

to do in order to obtain the desired results. I choose a computer science profile in college and 

I have tried in my first two years a lot of programming languages, starting from easiest ones 

(HTML, CSS), then PHP, C#, MySQL and Java. I have worked a bit for some friends but the 

turning point for me, was the time when I had my practice period at the end of the second year, 

I was Intern at Microsoft Romania for two months. There I have implemented an application 

format that “provides real-time data related to a person's status by connecting to an external 

service that analyzes facial expression.” (Jora, 2019) In this point, I decided to go with C# as 

my main programing language and with the Microsoft development style platforms. After this 

experience, I have applied for a job as a full-stack .NET developer and I got one. It was a hard 

road at the start because I had to learn a lot of things by myself but after three months of hard 

learning and practicing, I have managed to pass my on-board period being familiar with 

programming languages like HTML, CSS, Bootstrap, JavaScript, jQuery, AJAX, C# and SQL. 

I worked there a year and 3 months. I have learned, bit by bit, things that grow my knowledge 

like new frameworks, programming techniques, code extensions, task management and how 

to develop a software product, from a simple scratch to a released product. Some of my senior 

colleagues helped me with a part of things that I have learned, but most of the things I have 

tried to understand and solve by myself. Also, I used one of my projects developed at work, as 
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my bachelor's degree project for my final year of college. After that, I changed my job, and now 

I work in a more serious and challenging environment.  

 

Conclusions 

In my opinion, the most important things in this career are to never stop learning and to be 

always open to new technology and programming languages. “Successful computer 

programmers embrace lifelong learning” (Lane, 2018).  Also, having a bit of help from a senior 

developer is welcomed because can easily guide you through an application, explain why things 

had been done in specific ways, the parts that had caused problems, and the aspects that might 

end up changing in the future (Ryder, 2018).  

I tend to believe that in a few years, the area of programming activities will change and probably 

I will end up being in a position where I will not have to write code. Probably, I will have to guide 

others in the development process, being more an application architect, rather than a code 

worker.  

In conclusion, if you have any aspirations for the programming career, I suggest you should 

start thinking very well about what you want to do exactly and what programming languages 

and styles suit you. Even if, you will probably learn more than you have set in your plans, or 

you find out that some things that you are afraid of or you do not like are very useful and suits 

your skills, a proper starting plan, and some goals will help you step forward to this path, maybe 

to a full-stack path. 
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The Importance of Cybersecurity in a Digitalized Society  

 

Cosmina Emanuela Ioana CALIN 

Computer Science for Business, Romanian-American University, Romania 

 

Abstract  

In the era of digitalization, it is vital to take into great consideration the safety of the virtual data. 

Being connected in a network (Internet or simply an intra-net connection) can bring a lot of risks 

to the owner such as the loss of privacy caused by malware software, breaches in the current 

system or other forms of attacks. The leak of information could become the source of other 

illegal acts as blackmail, frames or the exploitation of information by the other competitors by 

sabotaging the company. The software used for protecting the equipment may seem expensive, 

but the damage that a virus could cause implies much greater costs. The cyber-attacks 

registered in the EU territory produce annual damage of 400 billion euros. The ransomware 

attacks were three times more in 2017 than in 2015, and numbers seem to be continuously 

growing. A study made by EU showed that 87% of the European citizens consider cyber-crimes 

as a direct threat to the internal security of the EU. For these reasons, the EU Council requested 

on the 18th of October 2018, a plan to consolidate the cyber-security policy and to combat 

cyber-crimes.  

Keywords: digital, digitalization, security, cybersecurity, virtual attacks, breaches in security 
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Introduction  

Cyber-security has many definitions, one of them being “preservation of confidentiality, integrity, 

and availability of information in the Cyberspace” (ENISA 2019). In order to begin looking into 

the cyber-crimes, it is crucial to understand what digitalization means. This term represents the 

set of actions taken in order to convert physical level data into digitalized documents, organized 

into systems.  

When computers were first invented, the only security that was needed was only on a physical 

level. Even with the appearance of the first networks, there were not a lot of changes regarding 

the protection of the computers involved. As the internet has evolved, it has increasingly felt 

the idea of building a far-gone security system, based on well-documented policies that would 

function on different levels. The algorithms came to be more complex and difficult to be 

comprehended by the non-specialized people.  

The concept of security is very old but with the appearance of computers, the word developed 

a new meaning. “Cyber threats are not solely a technical phenomenon, but also a social one” 

(Bernardo).  

Cybersecurity may also have the meaning of a “toolbox” for the client - the means for the user 

to protect himself from the illegal acts of criminals and implicitly, to protect his own rights such 

as his privacy or intellectual property. The costs that these actions may imply are medium to 

high, making it harder for the common user. Also, the importance of this field was hardly 

discussed by the media, when referring to ordinary citizens. Even now, informative 

advertisements are not concentrated on this particular field. In turn, people seem to pay little 

attention to security in general, even in the field of business: “Despite the proliferation of 

cyberattack capabilities and their potential implications, many organizations still perform poorly 

with respect to cybersecurity management” (Jalali, Siegel, & Madnick, 2018).  

A study produced by GCHQ has shown that 80 % of the anonymous hackers would not stand 

a chance if prior to the attack, the owners of the businesses had implemented the standard 

procedures of a basic policy.  

In this article, we are going to focus on the importance of security in computer systems by 

analyzing some of the possible threats to the systems, the way that an attack works and the 
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ways to prevent or solve these virtual security problems. We also intend to take a look into the 

various fields that may be affected by the infection with virtual viruses and the risks that a 

company or entity has to face in that specific area. Another important aspect caught in this 

paper is based on understanding the attacker, by identifying elements of his profile such as his 

motives or his provenance (education, job, details of his social life).  

 

Consequences of a virtual attack on the client  

In order to understand the importance of a well-prepared system in case of an attack, we are 

going to look through a number of well-known attacks, that happened in the past but which left 

a trace of uncertainty about the level of security for the clients. Indeed, those illegal intrusions 

caused great costs for the companies involved.  

First, we may summarize some of the older versions of attacks. These attacks were focused 

on big companies and national organizations. 

 

 

 

 

 

 

 

Table 1 – Attacks on companies between 1998 and 2009 
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Figure 1. The chronological axis of virus attacks 

 

If we look through the data, we may observe that some of the attackers were barely teenagers, 

who had a passion for computers. Even so, the damage that they caused was huge. The 

damage produced by more recent attacks was even greater. It was remarkable how some of 

the companies made it through. Many firms closed down after major attacks like the ones 

presented in Figure 2. 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Major virtual attacks on companies between 2013-2018 
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The graphic presented in Figure 3 shows the probability of being virtually attacked as a 

company, depending on the geo-region. It can be seen that apparently, Russian businesses 

have the lowest chances of being attacked. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. Probability of being attacked, geographical distribution 

 

 

The profile of an attacker  

Attackers may come from different backgrounds, on different levels of education. The motives 

behind their behavior may vary from the need of power to wishing to gain more money or simply, 

just for the fun of the game. From this point of view, we can categorize attackers in criminals 

(people who wish to gain money, steal personal data or other illegal activities), business 

opponents, hackers or even employees.  
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According to a study done by Lee Hadlington which was attended by 538 subjects from which 

515 responded to all the questions, it was found that the Internet addiction has a relevant 

connection to the wrong use of it. Statements that had a positive point of view regarding cyber 

security, were associated with a negative meaning. The study used a set of instruments defined 

in its content. The subjects were employees from different sectors, that worked different 

amounts of time.  

Nowadays, a problem that is of much concern, is the addiction of children to the Internet and 

Smartphones. They spend hours behind the display and even in schools, they refuse to turn off 

their mobile devices. This matter was analyzed in Finnish research work, that concluded in 

admitting that the alarming number of children who were genuinely interested in gadgets is 

growing. They proposed a possible solution in which the educational system would embrace a 

northern approach that consists of letting the children write and study on tablets and promoting 

the e-learning method. After the study, the model was applied. After a year, the students and 

their parents were asked on how they viewed the system and if they would enjoy continuing it. 

The answer of the majority was that they preferred the classical system.  

 

The basic ways to attack a system  

We are going to discuss some of the most used methods for breaking in a system. We will also 

take a look into what the main vulnerabilities are and how a hacker could exploit them.  

Even though there are hackers that have the knowledge to break into some of the most secure 

systems in the world, the majority of them do not reach a professional level in the true sense of 

things. Some of them use small applications taken from the internet or that were given from 

one person to another. In both cases, the application has a GUI that is very easy to use (just 

by pressing a button you could provoke damage). Not all the malware applications have a 

specific target – the computer chooses the target randomly until it can find one or more victims.  

These are the main types of attacks that could damage a system (the list does not include all 

the possibilities):  
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1. Attacks that are focused on finding the password: the application is based on a series of 

permutations (unless the found name corresponds to the password, the algorithm will go to the 

next attempt)  

2. DDoS: this kind of attacks work on a very simple principle – the application sends a great 

number of requests in order to block the server. This is made by using a botnet (a series of 

bots=infected computer that responds to the hacker)  

3. DDoS extraction: the attacker asks for money in exchange for not closing down the whole 

platform  

4. Malware: these programs are formed using code sequences that have a 

destructive/malicious purpose:  

5. Spyware: software that spies on the victims, without them knowing  

6. Worms/Viruses  

7. Ransomware: the attacker blokes a file and asks for money in exchange for the needed files  

8. Phishing: a large number of emails sent to the potential victims. Their role is to convince the 

user to give up data or money to them (may take place in the business environment or in the 

private sector). In order for the messages to be persuasive, they come with a captivating story 

that involves earning money if the victim agrees on helping them or other similar stories;  

9. Spearphishing: follows the same logic as the one above, but the difference is that the mail 

seems to be written by a known person, who needs help;  

10. Monetary-Fraude: the attacker disguises himself as the CEO or CFO to ask for certain 

amounts of money to be transferred into an account given by him, on the premises of closing a 

new contract.  

11. Man in the Middle: it represents an attack in which the attacker intrudes in the line of 

communication of two working stations, via a network. There are several types that include:  

a) an infected Hot-Spot (the attacker uses his hot-spot as a free wi-fi network; when the victim 

connects to it, the attacker can start stealing data from the infected piece of equipment)  

b) ARP Spoofing (when a server tries to connect to another, it uses the IP address. When the 

MAC is unknown, the server askes in the network for the piece of equipment who has that 
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particular IP address. At that moment, the attacker sniffs in and declares his computer as being 

original one.  

c) mDNS S. – the application works the same, except that it is used for internal networks  

d) DNS S. – the attacker inserts a DNS fake cache to a server, using the name of the domain  

Techniques used for these types of attacks are sniffing methods, inserting corrupted codes, 

stealing data when running a session or the removal of SSL.  

12. Steganography – may be defined as the art of concealing data in other forms of data (a 

small hidden text in a message). This method is used sometimes by hackers to communicate 

with one another. This method may also be used to infiltrate viruses into picture (when the 

victim downloads the picture, the virus would be saved automatically in the computer with the 

picture (Figure 4).  

 

 

 

 

Figure 4. Example of a Batch Virus 

 

 

13. Miner malware – The miners infect victim’s computers by inserting malware codes on 

websites (when a user clicks inside the page, a new webpage would appear and the virus 

enters the system. These are mainly used by miners to create a cryptocurrency with the 

resources of the victim’s computer). The number of attacks has gradually declined because of 

the decrease in the cryptocurrency value.  
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Figure 5. Number of miner attacks on individual computers in 2018 

 

Given the fact that we have seen a number of possible threats, we now shall pursuit some of 

the most common vulnerabilities that we may encounter in a system:  

 The absence of a number of functions in Access Control  

 The password may be short and very easy to be broken  

 Mediocre or nonexistent security policy  

 Ignorance and/or unwillingness to invest in security software  

 Unlimited access to the equipment  

 Zero-day attack (when the intruder figures the vulnerability of a well-preserved system)  

 Opening random e-mails or sites  

 Security breaches  

 Not having implemented a proper policy  

 Not having software designed for security or programs that are not very well configured 

(antivirus, Spybot, firewall, etc.)  
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Different activities that could be subjected to virtual attacks  

With only a few exceptions, users from all fields could be attacked by a cyber-criminal. There 

are software programs that run until they find an easy to attack system, infect it and then start 

again. The only people who are not susceptible to these forms of injustice are the people who 

don’t have a computer or at least, not having it connected to the internet (this category includes 

not only computers but also other gadgets and pieces of equipment).  

As it was shown at the beginning of the article through statistics given by well-renowned 

institutions and organizations, classical attacks on computers and smart devices (phones, 

tablets, smartwatches, smart TVs) have become very common. However, we have to assess 

the possible damages in order to decide on the most suited strategy and the most important 

area to protect.  

Another problem that affects greatly is caused by uncommon attacks, that do exist and could 

cause unthinkable damage to the victims. These possible scenarios seem to be taken out of an 

SF movie.  

In the medical field, a hacker would generally attack a network of a hospital or of a clinic in 

order to manipulate certain parts of data. In a study written by Adrian Baranchuck and his fellow 

colleagues, it was proven that a cyber offender could also hack into an insulin pump. The 

experiment was conducted for Medtronic devices and also for the Johnson & Johnson 

equipment. The same goes for the pumps that have the role of infusing drugs. For these kinds 

of actions, the repercussions could be deadly.  

In the same kind of situation could be an aviation company. From gaining access to the data of 

the clients and the employees to being able to affect the safety of the flights represent the major 

concerns for the airline companies. A mistake could cost not only money or involve several 

lawsuits, but also the life of individuals. In order to protect the customer’s safety, companies 

invest large amounts of money.  

Another phenomenon that emerged in recent years is the cyberbullying, especially among 

teenagers. This is a form of virtual violence in which, unlike the normal methods, the 

perpetrators use specific instruments (blackmail, slender, pictures or videos taken in secret or 

stolen from the victim’s computer or phone, verbal violence and so on) to virtually harass their 

victims through social medial. This type of violence does not necessarily involve hacking, but 
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the use of digital means to provoke damage. The effects caused by these personal attacks are 

worse than we could imagine: depression, low self-esteem and even suicide. In Romania, in 

2018, only 11% of the parents have declared that their children were virtually abused. In 

general, only 34 % of the kids around the globe tell their parents about being bullied.  

Kids may also be manipulated into giving personal data of their parents. Social media and 

online games are only some of the tools for the attacker to get in contact with the child.  

 

Methods used to prevent security attacks  

In some cases, attacks are easier to develop (the whole process has the same planning as of 

a virtual application) despite the system designers preoccupation to predict possible attacks 

and do solve them before it is too late. IT specialists try to find ways to implement more secured 

systems and ways to determine when security violations are most predictable to occur.  

Unfortunately, most people don’t consider themselves as potential victims, thinking that they do 

not have to hide any information. It was confirmed that approx. 80 % of the people don’t follow 

a regular security policy.  

An experimented was conducted under the form of an online game. The experiment was 

conducted in two rounds. It was shown that the professional IT subject solved the tasks better 

than the non-professional subjects in the first round when the attacks were known to happen. 

On the second round, when the attacks were completely unknown, the two groups performed 

at nearly the same level.  

One of the proposed solutions for detecting attacks was a way to evaluate virtual risks in a 

holistic way. The authors use a confidence network for the purpose of integrating trust as a 

parameter in a human-based category of users, for the purpose of quantifying most of the 

information into several trust segments. Each of the segments was then discussed and also, 

the relationships between them.  

There are a few steps to follow when designing any kind of security policy as it may follow:  

1. Analyze the current system and identify the sensitive information  

2. Always update the policy that you follow  
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3. Define security levels for each member/employee  

4. Teach the members/employees about security issues and ways to protect the information on 

the internet  

 

As can be seen, being able to prevent attackers from gaining access to unauthorized 

documents is a very hard and long-time process, with great financial costs, including solutions 

such as:  

1. A good antivirus program (from an established provider)  

2. A Spybot for detecting the viruses that pry on the system  

3. A well-set firewall  

4. IP white lists (permit access to the intranet or platform only to people with security clearance)  

5. Use only sites that have certain certificates like SSL  

6. Use applications that have a security module included  

7. Data encryption 

a. Private/symmetric key – both computers (the receiver and the transmitter) have the 

key  

b. Public/asymmetric key – The key is published but only the receiver has the key to 

access it  

c. Models that use to first encrypt the data with an asymmetric key and then the result 

encrypted with a symmetric key  

8. Steganography and digital holography – to mark the authenticity of data  

9. Respect the standards of PCI-DDS  

a. Designing, implementing and maintaining a safe connection (firewall, good 

password)  

b. Protecting the data of the clients (secured DataStores, encrypted-data)  
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c. Implementing and updating management of risks application  

d. Keep track of the number of visits (limit the number of times a user can enter)  

e. Testing and monitoring the hole network  

f. Upgrade the security policies  

10. Use certificates for your website (SSL)  

11. Add a 2FA authentication module – log-in in two steps  

12. Create alternative account for a better control  

 

Importance of catching the culprit  

Hackers that perform illegal acts are punishable by law. Those who commit acts of terrorism, 

harass their victims or steal their personal data or money should specifically be found in order 

to stop them from further criminal acts. The investigation is generally conducted by the police 

or other competent institutions.  

Articles on digital forensics could be found on the Internet but with difficulty, because of the lack 

of sharing data on this particular field. This problem was addressed by Cinthya Grajeda and 

her esteemed colleagues in their article on digital forensics, using multiple datasets. 

 

Conclusions 

Children are able to evolve faster because they got the chance to gain access to information, 

information that in the past took a long time to gather. By playing games, they get to exercise 

the movements of their fingers and reflexes. By watching online videos and only by simply 

typing some letters, they get to learn foreign words and become resourceful. Their safety on 

the Internet is a matter of concern but with good supervision and a parental app, everything 

would go smoothly.  

Having the floors cleaned by a robot, making food and sweets with mixers and other kitchen 

equipment, having the possibility to control the central heating from afar by simply touching the 



 

 

25  Research Focus, 1(2), 2019  

phone are activities that were considered implausible in the past but common now. These 

examples were presented only to show the incredible development in a mere number of years.  

Cybersecurity represents only a mean into achieving the full potential of technology. Its 

importance is undoubtedly critical, given the possible risks that a user has to face such as the 

loss of money and prestige and loss of intellectual rights.  

“There is no 100% security. You’re just trying to defend yourself, but threats always exist... 

we’re always vulnerable to the threat” (Oil and Gas industry, UAE). This citation may be true, 

but with enough interest, we can level-up the safety and integrity of our system 
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Abstract  

In the context of digital evolution, the security of client-server applications is a matter of great 

importance in the Internet and intranet networks. Ensuring network security is done through a 

multitude of security services such as authentication, authorization, availability, confidentiality, 

integrity, and non-repudiation. Their implementation is accomplished through different security 

models, such as arborescent and stratified. Some of the security techniques are physical 

security, logic, public-key cryptography, private key cryptography, digital signature, digital 

certificate, hash technique, bookmarks, and security policies. Some of the aspects studied are 

vulnerabilities, types of attacks: local, remote, active, cryptographic and security protocols. 
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Introduction  

Security services are a category of network services offered as part of the operating system in 

multiple types of software. These are either part of certain programs or are offered 

independently. Also, some of these services can also be deployed directly into the hardware 

circuitry (Blockmon, 2018). 

Applying security measures is justified for sensitive data, which must indeed be protected 

because their implementation is expensive in terms of prices and resources. 

The choice of services is conditioned by the nature of the information and its costs. Choosing 

an effective security strategy involves preventing exposure risks and covering vulnerabilities in 

order to tailor the security solution to the needs of each network and reduce costs. 

The paper contains a brief presentation of security models and their application at the 

network level. According to Reinhardt Bota, some of the security services are (Information 

Security in the Client/Server environment, 1997): 

 Authentication - a mechanism for identifying a human user, equipment or software 

program 

 Authorization - the framing, delimitation of a user's access to data or programs, 

after the authentication process ends successfully 

 Availability - the service that manages users' access to other services through 

groups 

 Privacy - the protection of private data 

 Integrity - refers to keeping the data unchanged 

 Irrelevance - the prevention of impersonating another account to perform 

fraudulent actions 

 

Factors and delimiters 

 Some of the factors that affect the cost of Security services are physical transmission 

medium, the performance of network equipment, the performance of packages (applications / 

operating system) software used, and Data Security Encryption Level. 
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According to Scripcariu (Luminita Scripcariu, 2008) , it is important to prioritize and classify data 

stored or transferred to the network, i.e. the information, for proper security. 

According to the ownership criterion, the information is divided into user information and 

network information. By the criterion of importance, the information can be public and private. 

By location, the information can be internal or external. According to the field of use, there are 

different types of data (information): advertising, commercial, educational, entertainment, with 

or without payment, government, military. Each of these types of data and information can have 

different security models that are applied to them. 

 

I. Security Models 

A computer network is a system of interconnected resources, used by a lot of users, with 

specific rights to use them, and network security should be provided modularly, on the three 

levels, i.e. information, logical, physical (Oracle, 2013). 

In the security-centered security or information model, the layers represent security levels. They 

offer protection to the subject that will be secured. Each level gives another layer of isolation to 

the subject and makes it harder to access in unpredictable ways. This model is called "onion 

model" in the literature because each level offers added security: 

• Level II - Integrity of information 

• Level SI – Suppressing the information 

• Level SLS - Logical Security of Services 

• Level SLA - Logical Security of Access 

• Level SF - Physical security 

The layered security model described above is used with maximum network node efficiency. 

Communication processes involve at least two nodes, as well as transmission paths between 

them. As a result, security must be evaluated in each node as well as in each flow or flow path 

in the network. 

Another type of model used for security services is the "tree type”. This model should be applied 

to networks where distributed resources are deployed on multiple servers in the network. 

Information is transmitted from the source node to the destination node using network nodes 
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and different physical communication paths, whether they are used or not. The “weakest” 

element on the transfer path (communication channel or node) determines the degree of 

security of the data transfer process in the network will be given by the "weakest" segment of 

the transfer path. As a result, all segments used in the transmission path need to be secured 

to increase network security. 

In the arborescent security model, the client is considered the root in the diagram, the servers 

are terminal nodes, and communication equipment is intermediate nodes. At each node, the 

first security centered model of the subject can be applied. The links between the nodes are 

the physical communication paths that can be wired or radio. In the case of networks with 

redundant mesh topology1, it is difficult to identify the "tree" of communication, but it can be 

imposed by strict routing decisions on a certain path in the network. 

Defining a network security metric is recommended for routing a specific security packet. Unlike 

the usual metrics used by routing algorithms, the security metric must include the security level 

provided by the nodes delineating a graph arc. It is also useful to use oriented graphs and 

separate representation of up-link and downlink links between two network nodes in 

asymmetric communications with different transmission media and technologies. The security 

metric will be based on the security risk that a particular element of the network graph shows. 

The decision on the optimal transmission security route will aim to reduce the security risk to 

the level required by the maximum admissible costs. The security degree of a packet can be 

expressed by optional security bits included in the package header. 

The utility of this model is enhanced in the analysis of distributed attacks, launched across 

multiple nodes, in which it is difficult to identify the attacker. 

In the field of communications networks, various security models have been proposed by 

software companies and software vendors for different application areas that require the 

protection of privacy or confidential information (for example, the HIPAA “Health Insurance 

Portability and Accountability Act”, the GLBA “Gramm-Leach-Bliley Act”, as well as payments 

through PCI DSS - Payment Card Industry Data Security Standard). 

 

                                                
1 Type of networking where all nodes cooperate to distribute data amongst each other. 
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Physical security 

Physical security is the external level of the security model and generally consists of the "under-

key"2 protection of computer equipment in an office or other premises, as well as the provision 

of security and access control. 

Because a lot of attacks starts from within the network, communications networks have a high 

degree of difficulty in managing them effectively, being vulnerable to internal and external 

attacks. This degree of complexity is generated by multi-organization management for the same 

network, geographic spread, diversity of equipment types, operating systems, and a high 

number of entities in the same network. 

Employees who administer the network must comply with and ensure the rules of good 

functioning and physical security delineated by the security policy. Thus, equipment and cables 

used in the network must be mounted on the wall to protect them, in places that are not used 

frequently, in order to avoid damage either intentionally or accidentally. Servers should be 

located in closed rooms with restricted access to protect them from unauthorized physical 

access and the equipment must be protected from electrical disturbances by the use of 

uninterruptible power supplies (UPS), which ensures the continuous operation of highly 

important equipment. Physical access must be secured through various equipment, such as 

key devices, cards and access codes, biometric and motion sensors (voice, fingerprints, 

retina/face, signature, hand, etc.). 

Physical security can be ensured by proper network space provisioning, physical access 

control, restriction, and video monitoring, Intrusion Detection System (IDS) from unattended 

areas with Remote Alarm Indicator (RAI). 

Physical security measures of the network are established on the basis of security vulnerability 

and security risk analysis of the network, based on the security policy adopted and implemented 

by the management group using different software and hardware. 

 

                                                
2 Locked away safely 
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Logical security 

Logical security refers to the protection of logical access to network resources and services. 

This is achieved through software tools and facilities that ensure the control of access and use 

rights. 

There are two great levels of logical security: (1) Access logic security (SLA) that refers to 

system/network access, user account, and documents (files) and (2) Service Logic Security 

(SLS) that includes access to system/network services based on waiting lists, disk entry/exit, 

control, and management. Service Control (CS) monitors and reports service status, activates 

or disables the services provided by the system and the network. Service Rights (DS) determine 

who and how to use a particular service. 

 

Security of information 

Cryptography is a branch of mathematics, which deals with the secrecy, authentication, and 

restriction of access to information in a computer system. Cryptography uses mathematical 

methods, based, for example, on generating large numbers (Andersson, 2009). 

Encryption is the process of converting the original information (plain text - plain text - M) into 

a text that cannot be read by people (ciphertext - C) using an encryption key (KE) 

(SecureBlackbox, 2006). 

Decryption is the inverse of the encryption, that is, the transition from the unintelligible ciphertext 

to the original text using a key (KD). 

 

Security Policies 

These are the principles underpinning the security of a communications network and are 

expressed as a set of rules and practices. Thus, the needs of each category of users with regard 

to network resources and access rights, whether inside or outside, using the wired structure or 

wireless access to the network, must be established. It also needs to be established which 

users really need access to the public Internet network. All these aspects are dealt with within 

the access policy. 
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A breach in the security of any network is the connection to the Internet and to the public 

network in general because it acts on attacks from outside the network. Clear principles are 

needed to secure the interfaces between the public and the private network. The principles 

according to which Internet access routes are secured and rights granted in this respect 

constitute the Internet-Acceptable Use Policy (I-AUP). 

The user-name and password authentication method implies applying passwords for accepting, 

managing, and changing passwords within the password management policy. 

Access rights to the network must be differentiated in terms of access to documents and their 

rights (reading, writing, modification or deletion). 

Knowing in detail all the equipment that connects to the network and the guarantees offered by 

each user is the premise of right decisions on the privileges or restrictions that are imposed on 

each case (connection policy). The denial of network access for those entities for which the 

intention to attack is proven through traffic monitoring is a major force measure, which is 

necessary to keep the network operating safely. 

Security vulnerabilities are caused by various factors, including not updating operating systems, 

antivirus programs, or other security programs or modules. Periodically it is necessary to install 

the latest versions of software, to update the databases with newly discovered viruses or other 

recently identified forms of attack. Also, periodically, staff involved in network security should 

be trained to know any new risks to which the network is exposed and the procedures to be 

followed to resolve problems. The different network equipment needs to be periodically 

reviewed to determine whether they meet network security needs at a particular time, including 

passwords, access control lists, MAC addresses, encryption keys. 

Encryption of information is required as the last measure to ensure transmission secrecy when 

an intruder manages to download packets from the private network. Also, encryption is a 

measure of security with regard to the secrecy of special information that can be attacked by 

outside and within the network. The principles of information security are included in the 

information protection policy. 

Virtual Private Networks (VPN) are a good security solution, adopted primarily by companies 

with multiple locations spread over a wide geographical area. Remote access often presents 

high-security risks caused by attack attempts by people outside the company, and security is 
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required based on clear principles of remote access rights and restrictions and security tactics 

which have to be adopted according to the remote access policy. Specific security policies can 

be set for each network service (e-mail, file transfer, network user information, etc.). 

Security rules may be binding or optional, resulting in several categories of security provisions: 

• Mandatory provisions resulting from agreements, regulations, and laws, expressed in 

detail, as many specific elements, depending on the field of use, are intended to provide 

reliable confidence in a communications network or a particular entity (server, service, 

program, etc.). 

• The recommended though non-binding, provisions are motivated by the serious 

consequences of not applying them. For best network security, they must be 

considered as mandatory, although their deployment costs are generally high. For 

example, it is not required to run antivirus programs or install any security patches from 

operating systems. all this involves some additional costs (price, system memory, 

processing time), but in a network, each unsecured node can be a gateway for 

attackers. 

• Informative provisions have the role of alerting users to the existence of vulnerabilities 

(for example, not updating virus lists for antivirus programs), the risks and 

consequences of security breaches of systems and networks. 

 

 

II. Vulnerabilities and attacks 

Because a communications network is a complex, heterogeneous system with many users, it 

is a convenient area for various attacks. Therefore, security is a vital operational objective of 

any communications network.  

The computer networks of the various organizations are used both to communicate between 

employees and to external communications so that they can no longer be isolated and must be 

secured at the level of the public and private network access interfaces. 
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Vulnerability of networks 

Depending on the vulnerabilities of the communications network they can exploit, attacks can 

be manifested in many ways, for example, unauthorized access to the network or its resources 

inside or outside the organization; attempts to disrupt or interrupt the physical functioning of the 

network; modifying or destroying information, that is, attacking the physical integrity of data 

Other examples of attacks are the attempts to interrupt or overload network traffic by 

transmitting a large number of packets to one or more flood nodes, soft attacks on network 

equipment that concentrate and direct flows into critical nodes (switch, router , access point 

etc.) by modifying configuration files and access rights set by authorized personnel. Take over 

and unauthorized use of information, that is, breach of confidentiality and copyright is also a 

form of attack.  

 

Types of attacks 

Taking into account where they run, attacks can be local (local), remote (remote). Another 

classification of attacks on communications networks, depending on how they act as a source 

and destination, attacks can be centered on a single entity (for example, a particular server is 

attacked on a single device), or can be distributed (launched from multiple locations or multiple 

cars simultaneously). 

Distributed attacks make it difficult to identify and locate the authors, and their effects are 

maximized by attacking the network in multiple nodes simultaneously. 

According to the attacker's interaction with information obtained from a successful attack, the 

attacks are active or passive and it is hard to say which one has a higher risk. At first glance, 

the most dangerous are the active attacks. However, in the passive attack encryption keys are 

taken without the key server to figure out which keys are compromised, thus all the information 

encrypted with those keys becomes completely unprotected. 

Although there are no solutions that are able to protect the network from any kind of attack, 

there are some security systems that can greatly reduce the chances and effects of attacks. It 

is necessary to develop a security policy appropriate to each network, to apply it simultaneously 

with user education and to adopt security, software or hardware solutions that are suited to the 

vulnerabilities and attack risks specific to each network. 
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III. Protocols and security servers 

 

TCP/IP Protocols 

Internet services are based on the exchange of messages between a source and a recipient. 

The principle of communication is inspired by the postal system. The data unit thus obtained is 

called 'packet', by analogy with the regular postal system. 

The Internet Protocol (IP) provides packet delivery only if there are no errors in network 

operation. If a message is too long, the IP requires its fragmentation into multiple packages. 

The transmission of IP packets is done between host computers and not directly between 

application programs. For these reasons, the IP protocol is complemented by another one, the 

TCP (Transmission Control Protocol), which makes fragmentation and ensure the correct 

transmission of messages between users. The packets of a message are numbered, making it 

possible to check their receipt in the form in which the long, multi-packet messages have been 

transmitted and reconstructed. 

Protocols are grouped by levels, following the principle of stratification. The protocols are 

designed so that the N level of the destination receives (without modification) the object 

transmitted by the level N of the source. In order to comply with this principle, the definition of 

any protocol has to establish two aspects, the format of the data units being manipulated, and 

the possible actions of the protocol entities that compete to achieve the protocol-specific 

services. 

 

IPv4 Protocols 

Data is sent as a block of characters, called datagrams or packages. Each packet is composed 

of a small set of bytes, called ‘the header’ followed by the actual data that forms the contents 

of the package. Upon arrival at the destination, the data transmitted in the form of distinct 

packets are reassembled into logical units of file type, message, etc. The internet switches the 

packets on different routes from source to destination, so it is called a “packet switching 

network”. 
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There are three distinct ways to connect two gliders using the IP protocol. The two computers 

can be in the same local area network (Ethernet or Token Ring3). In this case, the packets are 

encapsulated in the packets used by the LAN protocols4; The two computers are directly linked 

by a serial line. IP packets are transmitted using one of the SLIP (Serial Line Internet Protocol) 

protocols, such as CSLIP (Compressed SLIP) or PPP (Point-to-Point Protocol). If the two 

computers are each connected to a local network, the telephone line links the two LANs via 

bridges; IP packages can be encapsulated within other packages used by other network 

protocols. 

 

TCP/IP Security 

Connecting a computer to the Internet generally involves using the UNIX5 operating system and 

the TCP/IP protocols suite. These components have their own security issues highlighted in 

previous sections of the book. Internet access also involves the use of a set of dozens of 

services, programs, with many security issues, either due to software mistakes or due to the 

failure to incorporate the right security features. In general, for a user to be able to take the 

appropriate security measures when connecting to the network, he/she must understand how 

the UNIX operating system works with the Internet. That is the security issues associated with 

TCP and IP. 

 

Firewall 

For computer science, perhaps the easiest way is to first describe what a firewall is not: a 

firewall is not just a router or a host computer that provides network security (Loza, n.d.). 

Broadly speaking, a firewall (sometimes called a security bridge) is a system that requires a 

policy of access control between two networks. A firewall is the implementation of this policy in 

                                                
3 Local area network in which a node can only transmit when in possession of a sequence of bits (the token), 
which is passed to each node in turn. 
4 Standards that define how data is ultimately transferred from one system to another 
5 Proprietary operating system 
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terms of network configuration, one or more host and router systems with special functions, 

other security measures, such as cryptographic authentication of clients. 

As Justin says (Wllingwood, 2015), because a firewall is disposed at the intersection between 

two networks, it can be used for purposes other than access control. For example, it can be 

used to monitor communications between an internal network and an external network. A 

firewall can monitor the services used and the amount of data transferred through TCP/IP 

connections between its own organization and the outside world in another example, a firewall 

can be used to intercept and record all communications between the internal and external 

networks. A leased line that allows speeds of up to 128 Kbps, assuming 100 percent of the time 

would transfer about 1.4GB per day, which would allow for a few days to run on a single digital 

magnetic tape 8mm 

If an organization has several geographically separate networks, each with a firewall, it is 

possible to program these firewalls to automatically encrypt the contents of the packets 

transmitted between them. In this way, on the Internet, the organization can create its own 

private virtual network. 

 

Intrusion Detection Systems 

Intrusion Detection Systems (IDS) are a complement to firewall activity in the security of a 

communications network and consist of passive solutions for analyzing, classifying, and 

reporting unwanted network events. 

IDS systems detect network attacks, alert management staff and eventually trigger response 

actions, such as quarantining certain processes until the situation is clarified. There may also 

be false alarms, but the procedures applied in the first phase will only delay some transmissions 

(Rozenblum, 2001). 

 

VPN - Private virtual networks 

A VPN is a private communications network commonly used by one or more organizations to 

communicate in a confidential way through a public network (Mason, 2019). VPN traffic 

messages can be transmitted through the infrastructure of a public data network, such as the 

Internet, using standard protocols, or through a private network of the Internet service provider. 
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VPN is a cost-effective solution so that different organizations can provide access to the internal 

network for remote employees and collaborators. The term VPN describes two ways to address 

the problem of private networks that support a public network from the point of view of 

accessibility. VPNs built between several LANs (LAN-to-LAN VPNs, also known as Site-to-Site 

VPNs) that connect to a central node several different LANs at a distance some others but that 

are part of the same intranet, so as to ensure connectivity between them. Remote Access VPNs 

that provide remote access to a private network, for example, for mobile Internet users. At the 

transport level, several security protocols have been imposed, such as Secure Socket Layer 

(SSL), which ensures authentication and integrity of TCP-based applications but has a major 

drawback to lack of flexibility and application-level dependence; TLS (Transport Layer 

Security), that has developed as an alternative to SSL that solves most of its inconveniences. 

 

Conclusions 

There are many issues of access control and network security that need to be considered in 

implementing and maintaining a client-server system. Although there are a large number of 

tools for security features, they are significantly less for this type of system. 

To avoid possible security breaches, the security of storage and data transfer channels, the 

security of data encryption and accessibility to the public should be analyzed. 
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Abstract  

The paper aims to provide a comprehensive analysis of the impact of the Cloud-Based 

technology and the way it impacts digitalization of businesses. With the continuous 

development of technology, businesses first started creating an online presence, hosting their 

websites on on-premises servers. However, this was costly as it would imply that each company 

should have to acquire their own equipment, provide maintained for it often go outside their 

purpose to be able to reach people. In addition, there were security risks implied, the downtime 

is often a problem. In our today’s society, with the progress of technology, there are more and 

more opportunities for companies to easily offer their services on the web with the use of the 

available cloud platforms. A comparison is made for explaining how cloud services help reduce 

the amount of work needed to achieve one’s final goal, and whether it is or not profitable. 
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Introduction  

With the continuous development of technology, businesses first started creating an online 

presence, hosting their websites on on-premises servers. However, this was costly as it would 

imply that each company should have to acquire their own equipment, provide maintained for 

it often go outside their purpose to be able to reach people. In addition, there were security risks 

implied, the downtime is often a problem. Going to the root of the problem, we will discover that 

this paradigm fails because everybody is making an individual effort to achieve something big 

at a company scale, but not big enough for the web scale. On the contrary, the problem would 

be solved by having a system of a larger scale, that could be shared by everyone while also 

accounting for security and privacy, something that could be the result of joint effort aiming for 

a higher quality product. Soon the concept of cloud would emerge and evolve to the way it is 

now. In today’s society, with the progress of technology, there are more and more opportunities 

for companies to easily offer their services on the web with the use of the available cloud 

platforms. A comparison is made for explaining how cloud services help reduce the amount of 

work needed to achieve one’s final goal, and whether it is or not profitable.  

 

Technical analysis of cloud technology 

“Cloud is just someone else’s computer,” says the internet. To better understand how the cloud 

works, figure 1 explains the 4 different levels of the services provided. on-Premises server, 

meaning an in-house type, and three different levels of cloud management, customizable for 

the need of the users. 

On-premises servers are simply put any machine that the business owner acquires and uses 

to provide a website/web application to its audience present on the internet. This requires the 

owner to be able to maintain the machine, in conditions optimal for running. The advantages of 

this model are that it provides for a great privacy solution since all the data will be held on your 

side. 
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Figure 1. Cloud services 

(Source: (Watts & Raza, 2019)) 

 

However, there are major problems that require attention to both hardware and software. 

Hardware wise, it is important to know that in order to provide a service with minimum downtime, 

it is mandatory to take into consideration inconveniences such as power surges, natural 

disasters (floods, fires, earthquakes, etc.), that neglected will lead to a serious negative impact 

on the business’s image. Furthermore, if working with sensitive data, the server owner needs 

to be able to provide a secured environment for storing it, while still allowing authorized access 

to process the information. In addition to this, the owner also needs to manage himself, 

compatibility issues, any required software, starting from windows level, and ending with an 

application level. 

Stepping into the cloud world, we have three different levels of management: IAAS, PAAS, 

SAAS. 
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Infrastructure as a Service | IaaS  

Infrastructure as a service is the layer of cloud that’s most near to the on premises. The 

differences are made by the fact that one does not own a physical server anymore but pays the 

cloud provider to take care of the maintenance and in exchange receiving access to a server 

or more depending on the needs. With this strategy in place, the business owner does no longer 

have to worry about the hardware aspects of creating an online presence and can focus on the 

application he is trying to deliver. Usually, this layer is chosen by business that requires a 

custom OS6 for their solution and have a complex set of services/application.  

 

Platform as a Service | PaaS  

Platform as a service is one layer above IaaS. This means that in addition to the physical 

aspect, the OS drivers and other important software aspects are also managed by the cloud 

provider.  (Repetition) In other words, the business owner wants to be able to have a place to 

deploy an application without having to worry about its dependencies, operating system and 

anything outside their purpose. This layer is the most popular among business that seeks to 

digitalize their activity and/or create an online presence as it provides the support needed to go 

online, without the hassle of owning or configuring a server.  

 

Software as a Service | SaaS  

The final layer of the cloud paradigm is Software as a service which is any of the previously 

mentioned scenarios seen from a client’s perspective. Software as a service refers to 

consuming a web service readily available for us to accomplish our purpose. A common 

example of this is the platform Office 365, that provides an online version of the Microsoft Office 

Suite. 

 

 

 

                                                
6 OS -Operating system 
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Main cloud providers 

The main competitors on the market as a matter of now are Azure, the cloud service offered by 

Microsoft, AWS – Amazon web services and Google cloud.  

From a business perspective, there are several limitations when using cloud-based systems, 

for example storing sensitive clients outside a country’s borders is illegal, and concerns related 

to data privacy.  

  

 

Conclusions 

Cloud services nowadays are a game-changing technology as far as digitalization is concerned. 

The power of it lies in the fact that it frees the business owner of the need to have and maintain 

his own system, but rather provides a readily available scaffolding for building the application, 

website or any other form of an online presence. 
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Abstract  

One of the hottest topics today in the information technology (IT) domain is cloud computing, 

even though it is not very clearly defined what this term means (Pal, 2016). Over the last 10 

years, more and more businesses and companies began to use cloud services in order to 

maximize their number of users at a lower price and minimum resources. Cloud computing 

offers to their clients a various number of services like databases, network, analytics tools, ETL 

(Extract Transform Load) tools, servers and more online applications (Cloud).  This paper will 

show the history of Cloud Computing, the evolution, the models, the main researchers and 

developers, and the main clients.  

Keywords: cloud computing 
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Introduction  

Like e-commerce, the concept of cloud computing is still not clearly defined and understood by 

people and businesses. One of the reasons, and maybe the most important one, is that this 

new concept and technology can be applied in all the IT fields (infrastructure, hardware, 

software). Because of these various IT fields in which can be used, cloud computing technology 

can be useful and integrated into almost all the businesses in the world.  

The main idea of cloud computing is to give the opportunity and resources of running any 

application on the internet. Also, this technology will make businesses work easier because the 

resources will be provided and maintained by third party companies.  

The paper presents the history of Cloud Computing and how it changed the whole IT domain 

over the last years. Also, another main purpose of this paper is to show the evolution of this 

technology, the delivery models which created new business models, the main researchers, 

and developers, and the main clients.  

 

History of cloud computing 

The first time that Cloud technology was mentioned was in the middle of 1970. This idea was 

created in the context of virtual machines that should replicate the real computers machines 

with a functional operating system.  

In 1997 years, a new definition of this phenomenon, Cloud Computing, was written by Professor 

Ramnath Chellappa of Emory University and it was “computing paradigm, where the 

boundaries of computing will be determined by economic rationale, rather than technical limits 

alone“ (Foote, 2017) .  

The first company which used Cloud similar to what it is today was Salesforce, in 1999. 

Salesforce was enlightened with the idea to deliver applications to the end-users using Internet 

services. The applications could be used and could be easily accessed and used by anyone 

with an internet connection. 
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Evolution  

After Salesforce had a major success using Cloud services, in 2002 Amazon released on the 

market its own web-based retailed services. Amazon used the Cloud Computing Infrastructure 

Model in a way to use the computer’s capacity with much more efficiency. As said in paper 

Cloud computing, Amazon demonstrated that this new architecture based on cloud had big 

results in the context of efficiency and time-response with small improvements (WEB MIT, n.d.). 

After that, other big businesses and companies followed their example.  

The next big impact in the Cloud services subject was again Amazon, in 2006, who released 

on market the Amazon Web Services package. This package offers other websites online 

services, or to clients. One of the most import Amazon Web Services sites as Amazon 

Mechanical Turk which contained a variety of Cloud-based services like computation and 

storage. Another Amazon Web Services site which had a big impact in the market was Elastic 

Compute Cloud (EC2) which allowed users to rent virtual machines and run their own 

applications on it.  

In 2006, Google released Google Docs services. Initially, Google Docs was composed of two 

products, Google Spreadsheets, and Writely. A little after this release, Google bought Writely. 

Writely allowed users to create, edit, save documents in the storage on the internet (the 

documents can be opened with Microsoft Word too). Google Spreadsheets allowed users to 

create, edit, update, develop and save (also in HTML format) spreadsheets (the documents 

can be opened with Microsoft Excel too).  

In 2007, two pillars of the IT market, IBM and Google, joined forces with several universities to 

develop a new and unique server for projects that needed fast processors and huge data sets 

processed in parallel. The first university that used the resources provided by IBM and Google 

was the University of Washington. Other universities followed their example. Soon, the 

arrangement became official: IBM and Google provide resources for universities that focus on 

research that they had interest in.  

In 2007 again, the first company that released a streaming video service using the Cloud was 

Netflix. In 2008, a new concept of Cloud was released by Eucalyptus, i.e. private Clouds which 

used AWS API (Amazon Web Services Application Programming Interface) compatible 

platform.  
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The same year, 2008, NASA was entering on the market with the first open-source software for 

installing Private and Hybrid Clouds, OpenNebula. The main purpose of the software was to 

help the needs of big businesses.  

Another remarkable year regarding Cloud evolution was 2011. During this year, IBM provided 

the IBM SmartCloud. This IBM tool included infrastructure, software, and platform services 

provided through public, private and hybrid cloud models. (Harvey, 2017). Apple released the 

ICloud service focused on storing personal information. Also in 2011, Microsoft promoted the 

Cloud idea on television to inform the public about the ability and advantages of storing data 

with easy access.  

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Cross evolution of different developments that led to the appearance of cloud 

computing 
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Deployment Models 

The deployment model defines an access level to the cloud. There are four main types of 

models.  

 

Public Cloud  

This type of clouds are open for the general public and the sets of data are created, stored and 

maintained on the third-party serves, as presented in paper Introduction to Cloud Computing 

(DIALOGIC, n.d.). The server infrastructure and resources belong to the provider, so clients 

don’t need to buy and maintain their own hardware.  

This type of model has a big disadvantage as no one knows where the data is kept and who 

can reach it. Because of this, public clouds often suffer outages and malfunctions.  

The advantages of this type of models are that is it easy to set up and use, easy to access the 

data, scalability, and cost-efficiency. This model is often chosen and used by businesses that 

don’t have higher standards about privacy.  

The most popular applications that use public clouds are Google AppEngine, IBM’s BluePages, 

Microsoft Azure and Amazon Elastic Compute Cloud, Microsoft Azure Salesforce Heroku. 

 

Private Cloud 

From a technical perspective, there is not a big difference between the private cloud and public 

cloud, as their architecture are similar. However, the main difference is that a private cloud is 

owned and used by only one company, from here the name internal or corporate. The security 

of this model is higher since the data center architecture exists inside the company’s firewall, 

as presented by the Evolution of Cloud Computing paper (SHODHGANGA, n.d.). Even though 

the organization runs their data loads and workloads in a private manner, the server can be 

maintained externally, by a third-party member.   

The higher security comes from the idea that the data is kept in private storage and no general 

public can access or use it. More and bigger businesses and corporations choose private cloud 

as it comes with a lower number of risks.  
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The most known disadvantage is that the model needs higher costs because hardware and 

software components must be bought and staff must be trained to develop it.  

This model is chosen by large companies or by companies that need a higher security standard 

for critical operations.  

The main providers are IBM, Dell, Cisco, Amazon and Red Hat (bought by IBM in 2019).  

 

Community Cloud  

The Community Cloud model is similar to the private one but has a large number of potential 

users. While the private type can be owned and use by one company, the community one can 

be shared between several organizations with similar backgrounds. (Pal, 2016) 

This model is best for the companies that work together on joined projects because it helps the 

businesses achieve their common objectives. The model centralizes the development of the 

project, the management system, the test phase and the final part, the software implementation. 

This whole project lifecycle is more easily synchronized with this cloud type.   

The Community Cloud deployment model has a lot of advantages, the more important are the 

costs are shared, the security is better than the public one and the collaboration is better.  

 

Hybrid Cloud 

As we know from the hybrid definition, a hybrid cloud combines the best components of the 

cloud computing models explained until now – the public one, the private one and the 

community one. The Hybrid Cloud gives businesses the opportunity to mix and match the three 

types however they think is it best for them, as exemplified by Derrick Rountree and Ileana 

Castrillo in paper Cloud Deployment Model. (Derrick Rountree, 2014) 

The advantages of this model are many, but the main ones are the security and privacy that 

are higher, the flexibility which is increased and the reasonable costs.  

If the businesses can split in half their data into sensitive and non-sensitive types, this is the 

best type of cloud they can choose.  

The table below provides a comparison between the four models of Cloud. 
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 Public Type Private Type 
Community 

Type 
Hybrid Type 

Easy setup and 

easy use 

Basic IT 

requirements 

Higher IT 

knowledge 

Ent 

Higher IT 

knowledge Ent 

Higher IT 

knowledge Ent 

Security and 

privacy level 
Low Big Big Big 

Data control Almost none Big Big Big 

Accuracy Vulnerable Big Big Big 

Scalability and 

flexibility 
Big Big Fixed capacity Big 

Costs 

The 

cheapest 

one 

The most 

expensive 

one 

The shared cost 

of associate 

businesses 

Cheaper than a 

private model but 

more costly than a 

public one 

The need of 

own hardware 
No 

If businesses 

choose 

If businesses 

choose 

If businesses 

choose 

 

 

Service Models 

The companies that are offering computing services are called cloud providers. Each of these 

provers is giving specific features and functions with more or less control over their cloud, 

depending on the demand. (Solomon, 2016). The basic service models are three, presented 

below.  
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Infrastructure as a Service (IaaS) 

IaaS is the lowest layer of cloud solution. An IaaS provider will give pre-installed and configured 

hardware and software using a virtual machine. The client will have control and management 

of the operating system, storage, applications, and internet connectivity, but not the 

infrastructure.  

The main IaaS providers are Google, Rackspace Cloud Servers, Amazon EC2, IBM and 

Verizon.  

The advantages of this solution are the cost is lower, access to enterprise resources and 

infrastructure and liberty of extending or downgrading the requirements any time. (Solomon, 

2016) 

 

Platform as a Service (PaaS) 

PaaS is the higher layer, above IaaS. PaaS gives clients the ability to develop and deploy their 

own applications in a hosted environment. (Apprenda, n.d.)This service model provides a 

framework for development, testing, deployment and maintenance support. The system 

upgrades and platform support is assured by PaaS providers which has results on a more 

efficient and cost-reducing solution for software development. The network and operating 

system are managed by the provider which may have a result on some constrained on which 

applications can be deployed.  

Examples include Amazon Web Services (AWS), Rackspace and Microsoft Azure. 

The advantages of this model are that the upgrades and support of the infrastructure are done 

by the provider, the costs are lower because there are no investments in hardware or software 

and all the phases of an IT project (development, testing, deploying, support) are easier.  

 

Software as a Service (SaaS) 

SaaS is the higher layer of service models. This model means that a client has the ability and 

opportunity to use an application via a web browser. The service providers host the application 

and their data in their location (Microsoft, 2019). This model is also referred to as “software on 

demand” (Apprenda, 2019). 
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The costs are reduced because all it is needed is a subscriber fee.  

Examples of SaaS applications are Google Applications, Yahoo! Mail, ERP, and CRM.  

The advantages of this model are the costs which are reduced, the accessibility from anywhere 

with a network connection and the concerns about infrastructure and development are erased.  

Each of the service models inherits the security and management mechanism from the 

underlying model, as shown in the following diagram. 

 

 

 

 

 

 

 

 

 

Figure 2. The hierarchy and correlation between the cloud service models 

 

 

Conclusions 

In the last 10 years, the phenomenon of cloud computing changed the IT domain. Many experts 

are saying that this technology is the biggest discovery since the internet. As we demonstrated 

in our paper, more and more companies are changing their businesses models by migrating to 

cloud.  

In this paper, we have shown the benefits of this new technology from two points of view. First, 

from a technical point of view, we have shown that cloud computing in the context of IT domain 
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history has changed the trend to centralized computing resources based on virtualization and 

application deployed via the internet. The second point of view, from a delivery point, the model 

for information systems changed. Cloud computing was the first big technology that did 

outsourcing which is a new delivery model based on flexibility, on-demand services, and pay-

per-use basis.  
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Abstract  

This paper aims to explore the current situation on the Japanese digital marketing sector and 

to identify, first and foremost, the problems this field is encountering at the moment, then to 

analyze the expected near-future trends, while also providing insight in the form of opportunities 

and finally, painting a landscape of the potential to develop further, both by upholding tradition 

and keeping up with the times. 
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Introduction  

Digital marketing represents the advertising of goods or services using digital technologies, 

mainly on the Internet, but also including mobile phones, display advertising, and any other 

digital medium (Financial Times, 2015). 

Digital marketing has seen a huge development in the past 20 years and has changed the way 

brands and businesses advertise themselves using new technology (EBSCO Publishing 

Service Selection Page, 2018). As people have begun to use digital devices more and more 

every day instead of visiting local shops, digital platforms have also begun to be an important 

part of a company’s plans and strategies in everyday life just as much, thus allowing digital 

marketing campaigns to be more prevalent and efficient (Nielsen, 2016). Digital marketing 

methods such as search engine marketing (SEM), search engine optimization (SEO), content 

marketing, influencer marketing, e-commerce marketing, campaign marketing, social media 

optimization, social media marketing, e-mail marketing, display advertising, e-books, 

and optical disks and games are becoming more common in our advancing technology. In fact, 

digital marketing is so extended as a field, that now it includes non-Internet channels that 

provide digital media, such as mobile phones, callback, and on-hold mobile ring tones 

(Techopedia).  

 

Digital Marketing Trends in Japan 

In Japan, businesses still believe in basic advertising such as passing out flyers in crowded 

areas, using mascots to attract attention, holding small events in popular areas or even 

investing in some infamous Japanese television ads constantly shown in most populated areas 

(Digital Crew Agency, 2019). Digital marketing is always a part of this process, although the 

investment brought to the table, in all aspects such as time, financial, human or informational 

resources, is not quite at the same level as elsewhere (AmpUp Digital, 2018). This is a sign of 

a lack of Inbound Marketing (Figure 1). 

Why has not inbound marketing taken off in Japan? In Japan, it is extremely hard to stand out 

in any way, hence the following saying: “The nail that sticks out gets hammered down”. 

Generally speaking, the Japanese working environment is plagued with strong cultural 
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conformities. The hierarchical structure in companies, as well as many other aspects of society, 

is inflexible, with seniority mostly taking charge. The traditional tends to dominate in all aspects, 

hence another popular saying: “Don’t fix what isn’t broken.” 

 

 

 

 

 

 

 

 

 

Figure 1. Inbound marketing method 

(Source: (AmpUp Digital, 2018)) 

 

 

Digital Transformation 

While the attempts have been many in the past, the efforts regarding digital transformation in 

Japan have been ongoing and they are expected to be one of the few major moves of 2019 in 

countless companies, especially the ones in traditional industries (mostly family-run for 

generations) who have come to accept the fact that in this new era, digitalization is needed. 

We need not forget the fact that the efforts for undergoing digital transformation are major and 

are very difficult for many Nipponese companies and brands, no matter their background or the 

industry they belong to, most part owing to what has been mentioned before in regards to rigid 

hierarchical structures and power distance between the senior management and executives 

and their reluctance to accepting the changing of times and new, innovating trends. Thus, it is 

important to take into consideration the fact that implementing the digital aspect into existing 

business strategies and models requires not only huge investments of money, time, human and 

informational resources, but also patience and persuasion. 



 

 

61  Research Focus, 1(2), 2019  

E-commerce 

E-commerce is not a new aspect to Japan, but until a few years ago it has been met with some 

degree of reluctance. Buying things online has become a commonplace as is in the west, due 

to the convenience of it and the very well-developed distribution system of Japan’s both private 

delivery companies and its most common post office. Almost 75% of the population is now 

shopping online and thus companies, even the reluctant ones, are forced to acknowledge the 

importance of the online environment and try to catch up to the new era, as the market has 

doubled in size in the past 7 years. 

Mirroring the western world, Japanese companies are trying to not only integrate e-commerce 

into general operations but also maximize profits using online sales. Right now, as the internet 

has opened new opportunities and trends, it has also brought forth new and attractive 

possibilities for companies beyond the domestic market, inviting interest in new, foreign 

markets, helping them expand overseas. This is a huge step forward for the Japanese 

companies, who used to be for the most part focused and catered solely to the Japanese 

consumer. 

 

Customer Experience (CX) 

A recent and new development has taken the shape of the customer experience concept. This 

concept has been born due to increased emphasis on UI/UX7 for websites and apps.   

Many field experts have deduced that customer experience is one of the major functions of 

marketing. As such, the marketing departments in companies now have a new duty under their 

wings and have to take charge of the customer experience process.  

 

Video Advertising 

A new trend in Japan is also represented by how organizations are replacing static image ads 

with videos on the more popular social media platforms. With the increased attention and 

popularity on these platforms, it’s very likely we’ll see small and medium-sized companies 

                                                
7 Visual design and Interaction Design 
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suffering, even if short term, as the strain on their budgets will be hard to manage during that 

transition. 

Unfortunately, even as social media channels nowadays are big pay-for-play services, organic 

impressions are decreased and brands are losing the customer engagement that is one of the 

most important aspects of digital marketing, as the online is becoming more and more 

overcrowded and content is being created at such a fast pace that it has become hard for 

people to consume. Staying ahead had become exponentially harder, this being the reason so 

many brands are adopting the video ads on social media. 

Research has shown that video ads see a higher click-through rate (CTR) compared to images, 

and it can be an important metric for brands. New formats and possibilities for advertising are 

being introduced at a really fast pace to different platforms, digital marketing professionals are 

researching and trying to stay ahead of the times, as their insight will prove invaluable in the 

decision and financing aspects.  

 

Voice search 

Search engine marketing has long been looking for something truly innovative. Many changes 

and updates have been brought as advertising solutions almost yearly, however, none of those 

have truly been “new” or “innovative”, but mere gradual improvements to what was already 

there.  

The next big step in search engine marketing is voice search, which can substantially change 

the approach. 

As smartphones and other smart devices will be the main players, marketers project that 50% 

of all searches will be conducted by voice by 2020. As smart speakers (Amazon’s Alexa and 

Google Home) become more visible in western markets, opportunities for developing new voice 

search technologies are on a launching platform towards success. 

Unfortunately, unlike the US, in Japan, the families using this technology is currently around 

5% (Digital Crew, 2019). The discrepancy between the households using voice search and the 

ones who have only heard of it is huge, considering the fact that the awareness rate is at 60% 

(Digital Crew, 2019). To this point, the pattern has been repeated quite a couple of times in 

Japan with most technological advances (phones, social media), but just as before, even 
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despite this lag behind the western world, it is expected that Japan will show exponential growth 

and high adoption rates in the future.  

 

Mobile payments 

Smartphones have already changed lives in a significant matter. Be it uploading or downloading 

content, ride-sharing apps, food ordering apps, and many more uses, there are countless 

examples of how these technologies have improved our lifestyles and how they have been 

integrated and become indispensable to our everyday lives. 

Personal finance apps have been popular for a long time in the western countries, mostly due 

to the convenience and safety aspects of having such apps, but in Japan, both those aspects 

are not so relevant due to the following reasons: 

1. In Japan, shops are always prepared with exact change and it is a very rare occurrence 

that you will have to wait to receive the exact change (not receiving proper change is out 

of the question, you will receive your money back to the smallest yen); 

2. Japan is one of the safest countries in the world, with its criminal rate being one of the 

lowest in the world (Japan Times, 2018). 

In this state, finance apps are mostly used in Japan as help to better manage their money. 

Marketing companies also use these as ways to get people to spend money via mobile wallets.  

There is a multitude of new ways to not bring your cash with yourself when you go out (such as 

mobile wallets, QR payments) and retailers are moving forward in a positive matter with those 

trends, accepting and embracing them. The society’s push for those cashless options has 

grown exponentially and has surprised the experts in the fields since it never seemed possible 

a couple of years back (Wasabi Communications, 2019). 

 

Digital Marketing Impact in Japan. Insights and Opportunities 

Like many others in the west, the Land of the Rising Sun is now starting to embrace influencer 

marketing. This trend, however, is in a dilemma as big influencers are having a hard time 

properly quantifying their value to brands. 
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Many companies have found a solution to this problem as they moved towards less-prevalent 

“beginner influencers”, or micro-influencers, with smaller followings (2k — 15k followers) who 

are willing to feature products and services for free or at lower costs than the more famous 

ones (PlusAlpha Digital, 2018). Micro-influencers are more sought after by companies due to 

the fact that they operate in specific areas, both geographic and industrial, and that their 

fanbase is generally smaller and their interaction with them is more personal, thus facilitating 

the quantification of the campaign’s results (PlusAlpha Digital, 2018). Brands are not investing 

enough in the digital environment. Sporting over 17.1 million users, Japan’s Instagram has 

seen exponential growth for a long time now. In fact, according to Nielsen/Net Ratings Japan, 

Instagram is the platform with the fastest and highest growth rate in Japan (AmpUp Digital, 

2018). 

 

 

 

 

 

 

 

 

 

Figure 2. Instagram use 2010-2017 

(Source: (AmpUp Digital, 2018)) 

 

Like Twitter, Instagram has the potential to bring new forms of advertisements for companies. 

This is especially true if we combine it with the influencers mentioned before. 

Facebook is by far the largest social networking site for B2B marketing in Japan. It has become 

close to LinkedIn as a networking site for companies. As such, the demographics on the 
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platform is a bit uneven, with less than 7% of users under 20 and over 50% for older than 20 

years old (PlusAlpha Digital, 2018).  In regards to paid advertising, the platform is positioned 

very high, with one of the highest conversion rates in the world.  

YouTube is the winner platform in this case. It is, by far, the most used platform in Japan. It is 

unique in the way consumers interact with the content. It is also the closest you can get to 

traditional televised advertising on social media platforms and brands can easily focus on the 

popular video advertising trend explained before. Being extremely popular among the youth, 

the cost of investment in YouTube is generally higher. 

 

 

 

 

 

 

 

 

Figure 3. The popularity of social media platforms in Japan 

(Source: (PlusAlpha Digital, 2018)) 

 

Strategic planning is advised in this situation, be it influencer marketing or developing content, 

but the benefits are sure to appear. 

 

Why is Japan far behind other countries in digital marketing? 

In Japan, businesses still believe in basic advertising such as passing out flyers in crowded 

areas, using mascots to attract attention, holding small events in popular areas or even 
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investing in some infamous Japanese television ads constantly shown especially in populated 

areas. Digital marketing is always a part of this process, although the investment brought to the 

table, in all aspects such as time, financial, human or informational resources, is not quite at 

the same level as elsewhere (AmpUp Digital, 2018).  

According to (Crawford, 2017), the Japanese websites for small & medium-size businesses are 

relatively cumbersome, with a lot of information: “The eye does not know where to focus. Many 

of the websites’ designs look like the 1990s. Many of them do not employ responsive design 

and as a result, they do not display well on mobile devices” (Crawford, 2017). Possible causes 

identified by (Crawford, 2017) are, for example, the lack of lead capture techniques, content 

extenders, global contents (such as blogs, infographics), or specific keywords (Crawford, 2017).  

A very common and tragic mistake is that websites are not designed for the first-time visitor at 

all.  

Despite the digital experts’ call for companies to customize their respective webpages to better 

suit the first-time visitor, most do not take the advice to heart and fill the websites with useless 

information. However, there is no equivalent Japanese word for “Marketing”. Instead, they use 

the phonetic-sized English equivalent of “ma-ketingu” (マーケティング). A very sad reality in 

Japan is that the marketing department is not even an independent department in a company, 

but usually reports and is categorized as part of the sales department. Consequently, not many 

companies have a proper Chief Marketing Officer in Japan. 

If these were general problems with marketing in Japan, it is best kept in mind the fact that the 

problems are even deepened in the digital marketing sector. Despite the huge potential, 

companies still do not prioritize the improvement of their web skills, both by investing in research 

regarding the potential or experts to help them. To better understand this, it is important to go 

back to the origins of Japanese business culture. Japan has always had a very “relationship-

based” business culture. Maintaining relationships is paramount. By comparison, most Western 

Business cultures are “task-based”. Of course, relationships are important as well in the US 

and Europe, but when compared to Japan, they tend to focus on the task at hand. 

In reality, the general way of thinking is that if word-of-mouth and relationship marketing has 

worked thus far, it should work from now on as well and thus companies fail to understand the 

value of digital marketing. As a result, they fail to establish a global “online presence”. The 

failure comes from the lack of research and understanding of the potential: if a company does 
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not receive any visitors, growth never comes and they fail to realize how much money they 

could potentially win per year. A very sad state indeed (Crawford, 2017). 

 

Final Thoughts 

Even though it is a slow process, the Japanese market is seeing a number of exciting 

developments that are quickly making the world’s third-largest consumer market even more 

dynamic. The reluctance to change comes mostly from the powerful culture shown in Japan, 

but soon the need to catch up to the rest of the world will overcome it.  

Following the trends in the western markets and combining them with the Japanese culture 

may be the best way of holding tradition while moving forward with the times in an equal and 

steady pace. 

Even though it is saddening to see the potential of the digital market in Japan be overlooked, 

the situation is hopeful, and I believe that many companies, both Japanese and western, will 

learn from each other and help develop this sector further. 
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Abstract  

The world of video games is constantly growing and developing, and the digital technologies 

add new dimensions to it. The paper reviews recent data regarding the impact of digitalization 

on video games. Over the last few years, some major progress has been made in digital 

technologies, such as immersive media, machine learning or facial recognition. But how does 

the world of online gaming fit into the new era? Are digital technologies put to their best use 

within the gaming industry? 
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Introduction  

First online games are considered to date back before the creation of the Internet, as it was 

possible to play them on different types of computer networks. However, the gaming community 

tends to agree more with online gaming having its origins in the late 20th century, shortly after 

the Internet was created in 1983. Regardless of its true origin, online gaming has been known 

to have a spectacular development over the years, especially after the Internet.  

Online video gaming has progressed together with computer development and technology 

enhancements. From pixelated images to high definition graphics, from slow machines to top 

speed servers, video games have proved they can keep up with the technological progress. 

And even help this progress, as gaming has always been a handy mean to test and correct 

some of the technical enhancements invented over the years. 

Among the video games that were created around that timeframe and have developed together 

with the technological advancements, there are World of Warcraft (1993), Grand Theft Auto 

(1997) and StarCraft (1998). With such powerful role-models, game developers have had quite 

some sources of inspiration for the games that are now dominating the market, such as League 

of Legends (2009), Dota 2 (2013) and Fortnite (2017).  

There is something else fascinating about the gaming community and that is, of course, 

competition. First video game competition was considered to have taken place in the early ‘70s, 

where winners were established based on the higher score. Around the ‘90s the concept of E-

sports was better defined, and even before the year 2000, there were large E-sports 

tournaments taking place. Nowadays the concept has been taken to a higher level, with 

professional leagues separating themselves from the usual ‘gaming as a hobby’ 

acknowledgment.  

This brings us to present time, the digitalization era. Over the last few years, some major 

progress has been made in digital technologies, such as immersive media, machine learning 

or facial recognition. But how does the world of online gaming fit into the new era? Are digital 

technologies put to their best use within the gaming industry? The gaming community says, 

‘Definitely yes!’ 
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Immersive Media and the Gaming World 

As games have continuously evolved over the years, so have their players. Nowadays, people 

playing video games have higher expectations from the final product than they did 10 years 

ago. Even 5 years ago. It is no longer satisfying enough to play the game from behind the 

screen – the gaming community cannot just watch anymore, it needs to join in the fantasy 

worlds they usually admire from their highly comfortable chairs.  

Adapting the popular saying “Your wish is my command”, one could say that the gamers’ wish 

is the game development companies’ target. Therefore, if the gaming community wants to go 

from observing to participating, the development companies need to step up their game. 

Luckily, we are living in the digital era, and there are many digital technologies that come handy 

to needy companies. 

For fulfilling the above – of the many wishes This sounds unclear to me– for gamers, technology 

gives us the Immersive Media. Under the term of “Immersive Media” fall many means of 

representing a fictional world in a way as close to reality as possible. Applying this fiction-to-

reality experience within the video games, the best technologies to do the job are augmented 

reality (AR) and virtual reality (VR). We should either capital or small letters but it should be 

used the same everywhere. 

The augmented reality is basically a technology that adds digital elements to the real, 

surrounding world. This is mostly done by using a mobile phone camera – consequently, 

leading us to the mobile games breach. The best example from the last years of a game using 

by-the-book AR is Pokémon GO, where players would wander around cities and parks looking 

to catch fictional characters on their smartphones. 

AR is definitely an interesting technology, but when it comes to video games, VR is the juicy 

stuff. While AR alters the reality only on the device used by the player, VR completely locks out 

the real world and transposes the player into the fictional world. Hence, during playtime, the 

player’s real-world is replaced by the fictional one. Yes – this is the gamers’ wish. 

Virtual reality on the gaming market has had a very successful growth up until now, and it is 

forecasted to continue like this. According to current game market trends, the growth will be 
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sustained by developing more affordable VR hardware equipment, by constantly innovating the 

current technologies and last but not least, by the cost reduction of the VR games. 

Merging virtual reality with the games that they love and know from childhood will, for sure, give 

gamers the experience that they are looking for. By wearing a pair of glasses, the players are 

transposed to the fictional world, with 360 degrees graphics and content that will make them 

feel they are actually in the game. In addition to this,  there is also the next level of interaction, 

where the player does not control a character anymore – they become the character in the 

game.  

The experience sounds amazing and most of the dedicated gamers cannot wait to try VR 

games. But then the bigger question comes – what type of games do we get to play with VR? 

As expected, the leading type of game on the market also got the lead with VR – shooter games. 

First-person shooters set the perfect parameters for an authentic VR experience. The player 

gets to be the protagonist of the game, surrounded by visual and audio effects like gunshots 

and explosions. Right behind shooters, there are the racing games, which are expected to have 

an interesting development – given that gamers are promised palpable surroundings in the near 

future. 

In the popular type of games category, there was always a special place for adventure games. 

The storyline is far more interesting using 3D graphics to the detail and the experience – a lot 

more interactive. Honorable mentions for virtual reality using are horror games, gambling, and 

casinos, but also city-building games. And even though the latter had a slower start with the 

VR technology, with better and better hardware equipment, city-building games started taking 

their place around 2018. 

All in all, the future of VR gaming is promising. Hardware companies are doing their best to 

produce more comfortable equipment, as well as to reduce the time between the setup and the 

actual experience. Alongside with this, gaming companies are said to rise to the standards and 

develop games more suited for the VR environment.  
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ML and AI – Are We Playing Alone? 

Next thrilling digital technologies with great applicability in the video games community are, and 

there is no surprise here, Machine Learning (ML) and Artificial Intelligence (AI). Although it may 

seem that these technologies are very similar, there is a fine line between AI and ML. 

Artificial intelligence has its definition embedded within its name – it is a non-natural, human-

created way of thinking. AI is not a system itself, it is implemented within a system. It leads to 

decision making and intelligence. Increasing the chances of success is AI’s main goal, rather 

than accuracy.  

Machine learning is actually a type of learning which benefits from AI’s help and it is aiming to 

improve accuracy rather than success. It is the type of machine that learns on its own without 

needing to be previously programmed. ML takes a model data set and learns from it. This 

technology involves developing its own algorithms and self-teach.  In the end, it leads to 

knowledge and it allows the system to improve and learn from experience. So it may seem that 

AI and ML are very similar, but their applicability within the video games world has some 

significant differences. 

In video games, the best use for AI is to generate intelligent and more responsive behaviors of 

the non-player characters (commonly known as the NPCs). Behind this, there is a thorough 

implementation of different types of decision trees, used to guide the NPCs’ steps during the 

game. This is what makes video games interesting and fascinating for players – that even 

though they may choose single-player games, they have the feeling that they are not playing 

alone.  

Artificial intelligence has other uses within video games besides the above. Interactive stories 

and even fresh content can be generated with the help of AI, such as surrounding music and 

weather conditions. Another important example of AI usage is data mining regarding users’ 

behavior. This data allows game development companies to figure out better ways to monetize 

the products, based on gamers’ wishes and behaviors. 

Most exciting happening in the gaming community that involved artificial intelligence is when 

Google’s AI system called AlphaGo won a tournament against a human player. The AI won 4 

out of 5 games of the abstract strategy game “Go” against the 18-time world champion at “Go”. 
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When it comes to machine learning, we have some slightly more interesting facts related to the 

video gaming world. This technology is not actually used in the game itself, as in its 

development phase. There are many ways in which ML is being implemented in video games. 

For instance, there is the concept of reinforcement learning, meaning that the system is told 

what is right and wrong rather than what to do next. Adding punishments and rewards related 

to these facts, eventually, the system will recognize what it has to do in order to get more 

rewards than punishments. Therefore, this leads to infinite possibilities of scenarios the 

machine can generate while the gameplay evolves. 

One of the machine learning’s best advantages is that it aims to dynamically respond to the 

gamer’s actions and queries – and real-time! This means that the limitations of fictional worlds 

caused by planned programming will slowly disappear. To sustain this, a freshly developed 

game called “No Man’s Sky” is now on the market, where the player discovers an infinite 

number of scenarios while exploring the game. 

A much-unexpected approach for ML usage within video games is for beautifying them. 

Developers are working on rendering and enhancing images dynamically using machine 

learning. Usually, in video games, the big picture is the one that seems more detailed and 

clearer, but as the characters are approaching different elements, their details get lost or 

pixelated. Using machine learning to enhance image graphics is supposed to render close 

details as expected. 

Big challenges are up for game development with machine learning in the future. First and most 

important is the lack of data to learn from. As the technology is still considered in its incipient 

phase, there will be years before machines will have strong data sets to learn from further. 

Once this is achieved, more enjoyable content and more unique gameplays should be available 

for passionate gamers.   

  

Facial and Voice Recognition – The avatar is me! 

Facial recognition uses technology to recognize a human’s face. The system analyzes a picture 

of a human face, uses biometrics to map it (based on factors as the distance between the eyes) 

and then cross-references it with a database that contains multiple images in order to check 

the identity.  
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With gaming, facial recognition plays well with 3D scanning to allow players to create virtual 

avatars to their resemblance and likeliness.  Even better is that special effects can be applied 

to the self-image translated into the game, so personal avatars look funny and cartoonish. 

Going further than physical appearance, facial recognition is set to analyze the emotions that 

people have. What can this do for the gaming industry? Systems can analyze the emotions one 

player has at a certain stage or level of the game and choose the best following gameplay 

according to the emotion. Meaning that the gaming experience can become much more 

customizable than it currently is. Following this, game developers are set to remove the 

conventional joysticks or any other hardware equipment and replace them with face and hands 

gestures.  

Are there any disadvantages to facial recognition in video games? Definitely. And as usual, 

safety comes first. Unfortunately, hacking facial recognition systems are often hidden and 

untraceable. Players could have their facial data stored, even without giving permission. 

Following this “mysterious” path, they would not even know who has direct access to their facial 

signature. In addition to this, facial recognition systems have a long way to go until they are 

considered stable and accurate. Lacking perfect accuracy, players may be mistaken with one 

another by the system – and we all know what precious treasures each and every gamer 

account holds.  

Alongside the above, there is still room for developing multiple advantages for facial recognition 

usage. For instance, this technology helps gaming companies monitor their players. Although 

video games’ target audience is usually around teenagers to mid-age people, younger children 

have started to develop an interest for the gaming community as well. Of course, with age 

comes limitations. As an example, children in China are limited at one hour of gameplay based 

on facial recognition, in order to better prevent future game addiction or medical conditions such 

as Myopia or near-sightedness. 

Voice recognition is a technology at least as interesting as facial recognition. It may be more 

familiar used with the newly developed virtual assistants, as Alexa (for Amazon), Cortana (for 

Microsoft) and Siri (for Apple). The system analyzes the voice of a person, aiming to interpret 

phrases and words.  
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Unluckily yet, the gaming community has not had a better taste of this new type of technology. 

When it comes to video games, voice recognition is barely a concept. Gaming companies that 

go about the idea of integrating this technology aim to provide a more immersive and personal 

experience for the players. Another advantage would be that beginners could skip the part 

where they need to learn all the controls of the game and jump right in the gameplay.  

Although game development companies have a long way to go before achieving the first 

fulfilling results with voice recognition, we can say that the future looks promising for the 

collaboration between these two. 

 

Conclusions 

The gaming community is a fascinating world as it is, and it has been like this since the 

beginnings. Adding digital technologies to video games will only increase the level of fascination 

players have for this world because they will have the opportunity to be a part of it more than 

ever before. 

Virtual reality and augmented reality will allow players to become the game protagonists and to 

replace their realities with the one in the game. Artificial intelligence and machine learning will 

surround them with virtual character friends and new challenges, as non-player characters will 

gain more personality and advanced decision making. Facial and voice recognition will draw 

the highest level of integration with the game, making it a more immersive experience than 

ever.  

Put together, all these digital technologies form a mighty alliance that is set to not only improve 

but upgrade the gaming world that we know to a whole different universe.   
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